Ref: APCOB/IT/F58/1424008/2024

The Andhra Pradesh
State Cooperative Bank Ltd.

[A State Partnered Scheduled Bank)
HO: #27-29-28, NTR Sahakara Bhavan, Governorpet,
Vijayawada, NTR District — 520002.
IT Infra dept., ¢ 0866-2429094, &) itinfraZapcob.org

APCOB

REQUEST FOR PROPOSAL

Invitation of Bids for Supply and Installation Of
Firewalls IN APCOB

Date: 04.10.2024
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ANDHRA PRADESH STATE COOPERATIVE BANK LIMITED
NTR Sahakara Bhavan, Governorpet, Besant Road
Vijayawada - 520002

Tender No: Ref: APCOB/IT/F58/1424008/2024 Date: 04.10.2024

Bids are invited through two bid system for “Supply and installation of Firewalls in
APCOB”. The details of tender are as under.

S. No. Name of Work Quantity

& Firewalls 2

1. The tender documents are available on our website www.apcob.org (for
reference only) and same can be downloaded.

2. INDICATIVE CRITICAL DATA SIEET

Application fee (Non-Refundable) Rs. 5,000/- (Rupees Five thousand Only)
EMD (Refundable) Rs. 50,000/~ (Rupees Fifty thousand Only)
Bid Submission Start Date 04.10.2024
Bid Submission End Date 16.10.2024 @12.00 PM A
Bid open date 16.10.2024 @3.00 ’'M
Point of Contact for Bid Submission B Dinesh Kumar, DGM (IT)
The Andhra Pradesh State Cooperative Bank
Limited
INTR Sahakara Bhavan, Governorpet, Besant
Road
Vijayawada - 520002
dineshb@apcob.org

itinfra@apcob.org

Ph no: 7729996722

Address for Tender Submission The Andhra Pradesh State Cooperative Bank
Limited, IT Infra Dept.,

INTR Sahakara Bhavan, Governorpet,
Vijayawada - 520002

Technical Clarifications B Ramachandraiah, CTO/CGM (IT)
ramachandraiahb@apcob.org
itinfra@apcob.org

+91 9951904488

3. Bids shall be submitted only at APCOB communication address. Tenderers/Contractors,.
are advised to follow the instructions provided on indicative critical data sheet. //




4. Not more than one tender shall be submitted by one contractor or contractors having
business relationship. Under no circumstance will father and his son(s) or other close
relations who have business relationship with one another (i.e., when one or more
partner(s)/ director(s) are common) be allowed to tender for the same contract as scparate

competitors. A breach of this condition will render the tenders of both parties liable to
rejection.

5. Tenderer who has downloaded the tender from the APCOB's web site www.apcob.org (for
reference only) shall not modify the tender form including downloaded Commercial bid
template in any manner. In case if the same is found to be tampered/modified in any
manner, tender will be completely rejected and APPLICATION FEE would be forfeited and
tenderer is liable to be banned from doing business with APCOB.

6. Intending tenderers are advised to visit again APCOB website www.apcob.org at least 1 day
prior to closing date of submission of tender for any corrigendum / addendum/
amendment.

APPLICATION FEE Pavment, Tender cost & EMD:

1. Application of tender is to be deposited through DD in favor of The Andhra Pradesh
State Cooperative Bank Ltd., payable at Vijayawada. Bidders are required to submit the
instruments of APPLICATION FEE along with tender document.

The hard copy of original instruments with respect to application fee tender cost & EMD
should be put in envelope duly sealed must be enclosed with tender. The tender fee/cost
of tender shall be non-refundable.

3. Bids will be opened as per date/time as mentioned in the Tender Critical Data Sheet.

N

Submission of Tender

1. The tender shall be submitted in Two parts”, viz., Technical bid and Financial bid.

2. All the pages of bid being submitted must be sequentially numbered by the bidder
irrespective of nature of content of the documents before submitting.

3. The offers submitted by Telegram/ Fax/email shall not be considered. No correspondence
will be entertained in this matter.

SEARCHING FOR TENDER DOCUMENTS

1. Bidders can log on to APCOB portal (www.apcob.org) and search for tenders under
Tenders/Notification tab.

2. Once the bidders have selected the tenders they are interested in, they may download the
required documents / tender schedules.

3. 'The bidder should make a note of the point of contact assigned to each tender, in case they
want to obtain any clarification / help from the Helpdesk.

PREPARATION OF BIDS

1. Bidder should take into account any corrigendum published on the tender document
before submitting their bids.
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2. Please go through the tender advertisement and the tender document carefully to

understand the documents required to be submitted as part of the bid. Please note the
number of covers in which the bid documents have to be submitted, the number of
documents - including the names and content of each of the document that need to be
submitted. Any deviations from these may lead to rejection of the bid.

3. Bidder, in advance, should get ready the bid documents to be submitted as indicated

in the tender document/schedule.

SUBMISSION OF BIDS

d.

Technical Bid and Commercial Bid to be submitted in separate sets.

Bidder should submit well in advance for bid submission so that they can avoid last
minute hurry. Bidder will be responsible for any delay due to other issues.

The bidder has to sign and put seal on the required bid documents one by one as
indicated in the tender document.

Bidder has to pay the tender fee / APPLICATION FEL as applicable and enter details
of the instrument.

Bidder should prepare the APPLICATION FEE as per the instructions specified in the
tender document. The original should be enclosed with tender.

Bidders are requested to note that they should necessarily submit their financial bids in
the format provided and no other format is acceptable

ASSISTANCE TO BIDDERS

a. Any queries relating to the tender document and the terms and conditions contained
therein should be addressed to the Tender Inviting Authority for a tender or the relevant
contact person indicated in the tender.

b. Any queries relating to the technical clarifications should be addressed to the Tender
Inviting Authority for a tender or the relevant contact person indicated in the tender.

REQUEST FOR PROPOSAL
Objective:

This RFP (Request for Proposal) is issued as a request for “Selection of an agency for
“Supply and Installation of firewalls in APCOB”.

1.

THE CLIENT - APCOB

The Deputy General Manager (IT), APCOB, Vijayawada-520002 invites sealed tenders in two

bid system (Technical & Commercial) for Supply and Installation of Firewalls in APCOB.
Both the bids should be sealed and super scribed as for Technical Offer: “Technical Offer
APPLICATION FEE for Supply and Installation of Firewalls in APCOB; and for financi
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bid: “Commercial Offer for Supply and Installation of Firewalls in APCOB”. Both the scaled

envelopes should be enclosed in one cover and super scribed “Supply and Installation of
firewalls in APCOB.

2 DEFINITIONS

“Applicable Law” - means all relevant laws in force and effect as of date hereof and which
may be promulgated or brought into force and effect hereinafter in India, including,
judgments, decrees, injunctions, writs or orders of court, as may be in force and effect
during the subsistence of this Tender Document.

“Bid Document” - shall mean the document submitted by the bidder, pursuant to
understanding and agreeing with the terms and conditions set out in this Tender Document,

“APCOB"- ANDHRA PRADESH STATE COOPERATIVE BANK LIMITED,

3. DISCLAIMER

The information contained in this bid document or subsequently provided to Bidder(s),
whether verbally or in documentary or any other form by or on behalf of APCOB is provided
to Investors/Bidder(s) on the terms and conditions set out in this document and such other
terms and conditions subject to which such information is provided. By acceptance of this
tender document, the recipient further agrees that this tender document may not be
distributed, reproduced or used for any other purpose than sclection of a company for
“Supply and Installation of firewalls in APCOB”.

The recipient agrees that it will cause its Directors, Partners, officers, employees and
representatives and any other parties who provide services to the recipient to use the tender
document for the purposcs in the manner stated above. APCOB does not make any
representation or warranty expressed or implied, as to the accuracy, authenticity, timeliness
and/or completeness of the information contained in this tender document. Fach Bidder
should, therefore, conduct its own investigations and analysis and should check the accuracy,
adequacy, correctness, reliability and completencss of the assumptions, assessments,
statements and information contained in this tender document.

The APCOB also accept no liability of any nature whether resulting from negligence or
otherwise howsoever caused arising from reliance of any Bidder upon the statements
contained in this tender document. APCOB may in their absolute discretion, but without
being under any obligation to do so, update, amend or supplement the information,
assessment or assumptions contained in this tender document. The issue of this tender
document does not imply that APCOB is bound to select a Bidder and APCOB reserves the
right to reject all or any of the Bidders or Bids without assigning any reason whatsoever.

4. INTERPRETATION

In this Tender Document, unless the context otherwise requires,
A. Tor the purpose of this Tender Document, where the context so admits:
a. The singular shall be deemed to include the plural and vice versa and versa.
b. Masculine gender shall be deemed to include the feminine gender and
References to a “person” if any shall, where the context so admits, include
references to natural persons, partnership firms, companies, bodics, corporate
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3.

and associations, whether incorporated or not or any other organization or

entity including any governmental or political subdivision, ministry,

department or agency thereof;
References to Clauses, Recitals or Schedules are references to clauses and recitals
of and schedules to the Contract and the Tender Document. The Schedules, annexure
and addendums shall form an integral part of this Contract.
Any reference herein to a statutory provision shall include such provision, as is in
force for the time being and as from time to time, amended or re-chacted in so far as
such amendment or re-enactment is capable of applying to any transactions covered
by this Contract. Any references to an enactment include references to any
subordinate legislation made under that enactment and any amendment to, or
replacement of, that enactment or subordinate legislation. Any references to a rule or
procedure include references to any amendment or replacement of that rule or
procedure.

. The headings and sub-headings are inserted for convenience only and shall

Document. References to the word “include” and “including” shall be construed
without limitation. Any reference today shall mean a reference to a calendar day
including Saturday and Sunday.

DUE DILIGENCE

The Bidder is expected to and shall be deemed to have examined all instructions, forms, terms
and specifications in this Tender Document. The Bid should be precise, complete and in the
prescribed format as per the requirement of the Tender Document. Failure to furnish all
information required by the Tender Document or submission of a bid not responsive to the
Tender Documentin every respect will be at the bidder’s risk and may result in rejection
of the bid. APCOB shall at its sole discrction be entitled to determine the adequacy
/sufficiency of the information provided by the bidder.

6.

COST OF BIDDING

The Bidder shall bear all costs associated with the preparation and submission of its bid
and APCOB shall in no event or circumstance be held responsible or liable for these costs,
regardless of the conduct or outcome of the bidding process.

T

SCOPE OF WORK

The configurations of the firewalls are given below: -

IS\II(; Specification frompliance
(Yes/No)
Firewall Hardware
1 | The Firewall must be hardware appliance based with dual
power supply from day one
5 | Should support 12 or more gigabit R]45 interfaces and 8 nos of
B 1G SEP Slots populated with transceivers
3 | Should have option to add 4 or more 10G SFP+ populated with

transceivers

3
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%)

Should have 1 console port (R]J45) and 1 USB port

Firewall Performance

Should have Firewall throughputs of minimum 20 Gbps or more

IPSec VPN throughput should be 5 Gbps or more

Proposed Appliance shall provide 3.5 Gbps of NGEW
performance measured with Firewall, IPS and Application

/ Control & logging enabled on IMIX / Enterprise Mix /
Production Traffic.
Proposed Appliance shall provide 3 Gbps of Threat Protection
8 performance measured with Firewall, IPS, Application Control
and Malware Protection and logging enabled on IMIX /
Enterprise Mix / Production Traffic.
9 | Must  support at least 3,000,000 or more concurrent connections o
10 | Must support at least 200,000 or more new sessions per second
processing.
Should Support Virtualization (i.e., Virtual Systems / Virtual
1 Domains). Should be having 10 or more virtual system license
from day one
Firewall Features
12 | Should support both “bridge mode” or "transparent mode”
apart from the standard NAT mode
Should provide NAT functionality, including PAT. Should
13 | support NAT 66, NAT 64, Static NAT IPv4 to IPv6 and vice versa
(VIP64 and VIP46) and IPv6-1Pv4 tunnelling or dual stack.
14 | Should support IPv4 & IPv6 policies
; PP P
15 Provision to create secure zones / DMZ (i.e, Multi- Zone
support)
16 | Should support the standards based Multi-Link aggregation |

technology (IEEE 802.3ad) to achieve higher bandwidth.

Should support VLAN tagging (IEEE 802.1q) in NAT/Route

17
mode

18 | Should support Static routing and Dynamic Routing (RIP, OSPF
& BGP)

19 | lirewall should support stateful failover of sessions in
Active/Standby or Active/ Active mode

20 | Firewall shall support redundant interfaces to provide interface

. level redundancy before device failover

21 | Should support ISP Load balancing/ Link Sharing and Failover

22 | Should support multi-path intelligence based on link quality
criteria

23 | Should support link performance check based on packet loss,

| latency &jitter
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24

Should support WAN path controller providing high
‘application performance

25

Should support application specific rules based on SLA strategy

26

Firewall should support capability to limit bandwidth on basis
of apps / groups, Networks / Geo, Ports, etc.

27

Should support high performance deep packet inspection for
application identification and control

Authentication

28

Should support User-Group based Authentication (Identity
based Firewalling) & Scheduling

29

Should support authentication servers - RADIUS, LDAFP &
| Active Directory

Support for RSA SecurelD or other Token based Products

31

VPN

Should support protocols such as DES & 3DES, MD5, SIA-1,
SHA-256 authentication, Diffie- Hellman Group 1, Group 2,
Group 5, Group 14, Internet Key Exchange (IKE) v1 as well as
[KE v2 algorithm, The new encryption standard AES 128, 192 &
256

32

Should support minimum 200 IPSec Site-to-Site and 1000 no of
IPSec Site-to-Client VPN tunnels.

33

34

Should support NAT within IPSec/SS1. VPN tunnels & Should
| have 100 SSL VPN license from days one

Should support Stateful failover for both Firewall and VPN
sessions.

IPS

35

36

Should have a built-in Signhature and Anomaly based IPS engine
on the same unit

Should have protection for 10000+ signatures

37

Able to prevent denial of service and distributed Denial of
Service attacks.

38

59

Supports user-defined signatures (i.e., Custom Signatures) with
Regular Expressions.

Solution must provide IP reputation feed that comprised of
several regularly updated collections of poor reputation of IP
addresses determined by the proposed security vendor

40

Firewall OEM must have its own threat intelligence ar;fysis
center and should use the global footprint of security
deployments for more comprehensive network protection.

41

Should be able to identify attacks based on Geo-location and

define policy to block on the basis of Geo-location
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Solutions should allow configuring DoS policies that are used to

42 | associate DoS settings with traffic that reaches an interface based
on defined services, source and destinations IP/Range.
Application Control

43 | Should have Application control feature with 3000 or more
application signatures

44 | Should perform Traffic Shaping/ Rate Limiting based on
applications

45 | Should control popular IM/P2P, proxy applications regardless
of port/ protocol
Gateway Antivirus

46 | The appliance should facilitate embedded anti virus/ anti-
malware support
Gateway AV / Anti-malware should be supported for real-time

47 | detection of viruses and malicious code for HTTP,HTTPS, FTP,
SMTP, SMTPS, POP3 and IMAP protocols

48 | should also include Botnet filtering and detecting and
preventing Botnet command and control traffic

49 | Should have configurable policy options. Possible to select
traffic to scan for viruses
Web Filtering

50 | The appliance should facilitate embedded Web Content and
URL Filtering feature ]
Web content and URL filtering solution should work

51 | independent i 2 i ith E

pendently without the need to integrate with External
proxy server.

52 | URL database should have 200 million or more URLs under
more than 70 categories

53 | Should be able to block different categories/sites based on User
Authentication.

| Management, Log & Reporting n )

54 Firewall should support management either through GUI or
CLI i

55 | Firewall should support logging to multiple syslog servers.

Log & Reporting should be a dedicated solution out of the

% | Firewall and the solution can be a software based or virtual
appliance based. Required hardware will be provided.

Log & Reporting =

57 | The Appliance must be Virtual Machine it should be same make
as Hirewall

58

Advanced Security Analytics

F e L W
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Real-Time Monitoring: Continuously monitors network
activities and security events in real-time for immediate threat
detection.

Threat Detection and Correlation: Utilizes advanced algorithms
to correlate events across multiple sources, identifying complex
threats and attack patterns.

61

Uscr and Entity Behaviour Analytics (UEBA): Analyzes user
behaviour to detect anomalies and potential insider threats

Comprehensive Reporting

62

Customizable Reports: Allows creation of tailored reports to
meet  specific organizational needs and compliance
requirements.

63

Predefined Report Templates: Offers a variety of built-in report
templates for common use cases, such as compliance audits and
security assessments.

Scheduled Reporting: Automates report generation and
distribution based on predefined schedules.

Compliance Management

65

Compliance Reporting: Provides reports aligned with industry
standards and regulatory requirements (e.g., PCI-DSS, HIPAA,
GDPR).

66

67

Audit Trail: Maintains detailed logs and audit trails to support
compliance audits and investigations

Log Capacity: Volume of logs expect'é-d—pzr 5GB/ day for 2
firewalls

8.

CLARIFICATION ON BID DOCUMENTS

All  prospective bidders requiring any clarification on the bid documents may
request/ forward their clarifications/queries to the Point of contact of APCOB, before the last
date of secking clarifications. Copies of consolidated queries of bidders and response of
APCOB will be issued by APCOB as addendum in the website, only if the clarifications
requested for, are considered appropriate by APCOB.

9, ELIGIBILITY CRITERIA
S. No. (Criteria Required Documents
1. [Thebidder should be a company » Copy of wvalid Certificate of

registered in India under the Indian| Registration, partnership deed etc.
Companies Act 1956/ 2013 or a partnership attested by Company Secretary/
or a society constituted under the authorized signatory should be
Societies Registration Act 1860 or sole submitted by the bidder.
proprietor firm with their registered officey > Copy of PAN card attested by
in India for the last five years as on 31s{ authorized signatory
March, 2024. submitted by the bidder.




2. [T'he bidder should have valid TIN/ Copy of valid Certificate of registration

Services Tax/GSTN registration. attested by authorized signatory should be
submitted by the bidder.
3. [l'he bidder should have a technical Copy of address proof of office premises  in

support office in operation in AndhraAndhra Pradesh or Telangana attested by
Pradesh or Telangana and support centersauthorized signatory should be submitted by
manned with qualified staff. the bidder. The bidder which is not having a
customer care/ toll free number may provide
an undertaking on its letter head duly signed
by the authorized signatory to the effect that
the same shall be obtained immediately in
case the bidder is declared L1 and awarded
the contract.

4.  [The bidder should not be barred or As self-declaration certificate from the
black-listed by any central/ state govtlauthorized signatory should be submitted by
departments/ organizations/ the bidder.

PSUs for any reason on the date of bid|
submission.

5. [I'he bidder should have a minimum Altested audited copies of bidder's annual
average annual turnover of Rs. 40 lakhs  [reports for the last three financial years along
in last three financial Years. with a certificate from a practicing Chartered

Accountant on  his letter  head

confirming annual turnover & averago
annual turnover during these financial years

should be submitted by the bidder.

6. |Letter of authorization from the OEM forjletter from OEM
bidder to bid against this tender
specifically.

7. Undertaking from the OEM that theletter from OEM
quoted products are of the latest versions
and should not be declared as  at “end-
of-sale” or  “end- of support” by thg
respective OEM within three (3) years of
this tender.

8. |APPLICATION FEE Demand Draft (DD) or Bank Pay order in
Rs. 5,000/~ (Rupees Five thousand only)favor of “The Andhra Pradesh State
Cooperative  Bank  Ltd.,” payable  at
Vijayawada.

Note: Bid without a valid APPLICATION FEE will be rejected outright.

10. SPECIAL TERMS AND CONDITIONS

* APCOB shall reserve the right to verify the operation and performance of project by
the bidder and the bidder shall permit APCOB to do so. The APCOB will evaluate the
information submitted by the bidder with regard to bidder’s capacity. The bidder

cannot subcontract the work at any stage without prior written approval from the
APCOB.

Poae 11 of 19




11,

ii.

12,

The job would be awarded to the L1 bidder, whosoever declared as L1 bidder as per
the criteria defined in the tender document.

Rates quoted in the tender should be valid for the complete contract period as no
changes in the price bid would be considered at a later stage.

The bidder cannot amend the Technical Bid or Commercial Bid, nor imposc any
conditions. Any such bids will be rejected at the discretion of APCOB.

The rates quoted in the price bid will be inclusive of all taxes, fees, levies etc.

The agency will submit the invoice supported by complete description of work and
rate payable as per job order. Further the invoice should also be supported with detail
of documents serial/ date wise, with hard/soft copies without duplication containing,
exact number of pages.

The invoice should contain PAN No., GST No., Job Order no. and address of the
bidder when the payment has to be made.

Response time: The response time of bidder to attend any complaint upon receipt
of the complaint/ information from the user should not be more than twenty-four
hours.

APPLICATION/EMD FEE

The Application fee is non-refundable and those who produce the UDYAM certificate
will be exempted from the application fee.

The IIMD fee will be forfeited, if a bidder withdraws his bid during the period of
validity. Or in case of a successful bidder, if the bidder fails to sign the contract
in accordance with terms and conditions.

UNDERTAKING

Anundertaking from the Bidder stating the compliance with all the conditions of the Contract
and Technical Specifications of the Bidding Document will be required, since no deviation
will be acceptable to APCOB.

15

ii.

BID PRICES

The price i.e., offer must be made by the intending bidder covering all important
points mentioned in the bid format. The financial offer may be submitted keeping in
view the terms and conditions of this bid document and site conditions.

The bidder shall include payment of all dues such as taxes & other statutory dues,
not specifically mentioned in the specification but essential for successful
completion of work. The bidder shall not be eligible for any extra charges in respect of
such payments. Though not mentioned in the bid document extra charges if any shall
be paid by the bidder only.
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iii.  All liabilities, whatsoever, on account of copy rights or any other reason, if any, shall
be borne by the bidder.

14. PERIOD OF VALIDITY OF BID

a) Validity Period:
Bids shall remain valid for 90 days after the date of bid opening prescribed by
APCOB; APCOB holds the right to reject a bid valid for a period shorter than 90 days
as non-responsive, without any correspondence.

b) Extension of Period of Validity
In exceptional circumstances, APCOB may solicit the Bidder’s consent to an extension
of the period of validity. The request and the response thereto shall be made in
writing. Iixtension of validity period by the Bidder shall be unconditional. A Bidder
granting exlension of validity will not be permitted to modify his technical or
commercial bid.

¢) Amendment of RFP
At any time prior to the deadline for submission of proposal, APCOB may, for any
reason, whether at its own initiative or in response to clarifications requested by an
Applicant, modify the RFP document and it will be notified.

15. MODIFICATIONS/ SUBSTITUTIONS/ WITHDRWAL OF PROPOSALS

No proposal shall be modified, substituted, withdrawn by the applicant after the proposal
due date. Any alteration / modification in the proposal or additional information
or material supplied subsequent to the proposal due date, unless the same has been expressly
sought for by the authority, shall be disregarded.

16. ACCEPTANCE & WITHDRAWALS

The right of final acceptance of the tender is entirely vested with APCOB who reserves the
right to accept or reject any or all of the tenders in full or in parts without assigning any reason
whatsocver. There is no obligation on the part of APCOB to communicate with rejected
Bidders. After acceptance of the tender by APCOB, the Bidder shall have no ri ght to withdraw
his tender, or claim higher price.

17. APCOB’S DECISION TO BE FINAL

The final decision would be based on the technical capacity and pricing. APCOB does not
bind itself in sclecting the firm offering lowest prices alone. The tender shall be submitted
neatly and all corrections, over -typing shall be attested with seal and full signature. APCOB
reserves the right to not to accept lowest price, to reject any or all the tenders without
assigning any recason. Tendering/Subsequent award of job shall not in any way entitle the
vendor to have any exclusive rights and privileges.

18. AWARD CRITERIA

L. Preliminary Scrutiny: APCOB will scrutinize the offers to determine whether they are
complete, whether any errors have been made in the offer, whether required technical
documentation has been furnished, whether the documents have been properly signed, and
whether items are quoted as per the schedule. APCOB may, at its discretion, waive any
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minor nonconformity or any minor irregularity in an offer. This. shall be binding on all
Bidders and APCOB reserves the right for such waivers.

Il. The quote received will be first evaluated for completeness and responsiveness. Only those
bids which are found to be responsive, will be considered for technical evaluation, those bids
which are technically qualified will be considered for financial bid opening. Non-
responsive/ Non-complete bids shall be summarily rejected and no communication of the
same will be obligatory on the part of APCOB.

19. PERFORMANCE SECURITY

Within seven (7) days of the receipt of Notification of Award / Letter of Intent from the
Purchaser, the successful bidder shall furnish the Performance Security of the value of 10% of
the total contract value in the form of Demand Draft (DD) or Bank Pay Order in the favor of
“I'HE ANDIIRA PRADESIISTATE COOPERATIVE BANK LIMITED” payable at Vijayawada.

This Performance Security shall be non-intercst bearing and shall be refunded preferably
within 90 days from the end date of the contractual period, subject to it not being forfeited
in full or deducted in parts or full on account of any penalty imposilica by APCOB.

20. PAYMENT TERMS & PERIOD OF CONTRACT

i. APCOB shall pay fixed charges, on mulually agreed basis for the contracted services
rendered.

ii. No extra boarding, lodging, TA, DA or any other expenses shall be paid by APCOB for
providing services.

iii. 100% payment will be made after successful supply, instaliation, configuration and
commissioning of firewalls. Successful bidder shall support the APCOB throughout the
subscription period of firewalls. A formal letter/communication in this regard shall be
issued by APCOB to the vendor.

iv. APCOB shall deduct any dues, such as TDS etc. while making payments.

21. LIQUIDATED DAMAGES

Jfailure to install and commission the products in the stipulated period of Ninety (90) Days
from the date of purchase order will result in imposition of penalty of 0.5% of the total contract
value for a maximum of one week of delay and 2% of the total contract value per week for a
maximum of another one weck of delay. Delay beyond four (4) weeks may attract
forfeiture of the Performance Security/ APPLICATION FEL and cancellation of contract, at
the discretion of APCOB.

22, TAXES AND DUTIES
The prices (including all taxes, duties, etc. but excluding Service tax and/or GST) quoted in
the bid shall hold good and shall be binding on the bidder, notwithstanding any increase in
the prices of materials and labor or in the freights or levy of other charges whatsoever and
the bidder shall not be entitled to claim any increase over the rates quoted by him during the
period of currency of the contract except taxes and duties as introduced / modificd by Govt.
from time to time if any within the period from last date of bid submission to the original
completion date of the Contract. Reimbursement of any new tax or variation of existing tax,
introduced during last date of bid submission to the original completion date of the Contract e lx
shall be paid in actual on submission of documentary evidence. )
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The extended period of Contract for the purpose shall only be considered on merit.
23, NOTIFICATION OF AWARD & SIGNING OF CONTRACT WITH PURCHASER

The Bidder whose Bid has been accepted shall be notified of the award by APCOB, by
registered letter, fax or by official mail. The Bidder shall acknowledge in writing, the
receipt of the Letter of Indenter Notification of award of work and shall send his
acceptance to enter into the Contract within three (3) days from the receipt of the Letter of
Intent notification of work award. Bidder shall also enter into the agrecement with APCOB
within 7 days of acceptance.

24. EXPENSES FOR THE CONTRACT

All incidental expenses of the execution of the contract/ agreement shall be borne solely by

the successful bidder and such amount shall not be refunded to the successful bidder by the
APCOB.

25. FAILURE TO ABIDE BY THE CONTRACT

The conditions stipulated in the contract shall be strictly adhered to and violation of any of

these conditions shall entail immediate termination of the contract without prejudice to the
rights of APCOB.

26. TERMINATION FOR DEFAULT

The company may, without prejudice to any other remedy for breach of contract, by written
notice of default, sent to the contractor, terminate this contract in whole.
v. If the contractor fails to deliver any or all of the goods and perform services within the

time period(s) specified in the contract, or any extension thereof granted by the company.

vi. if the contractor fails to perform any obligation(s) under the contract.

vii. if the contractor, in either of the above circumstances, does not remedy his failure within
a period of 15 days (or such longer period as the purchaser may authorize in writing)
after receipt of the default notice from the company.

27. GOVERNING LAW

The laws of Republic of India shall govern the Tender Document and the Contract.

28. SUBMISSION OF BIDS

Bid should be submitted only
e Technical Bid
- Signed and Sealed hard copies

e Commercial Bid
- Price bid undertaking
- Schedule of price bid in the form of proposal/Commercials

* Bidder who has downloaded the tender from the APCOB Website and shall not
tamper/modify the tender form including downloaded price bid template in any
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manner. In case if the same is [ound to be tempered/modified in any manner,
tender will be completely rejected and APPLICATION FEE would be forfeited and
bidder is liable to be banned from doeing business with APCOB.

e Bidders are advised to visit again APCOB website at lcast 1 day prior
to closing date of submission of tender for any corrigendum / addendum/
amendment.

e The offers submitted by Telegram/Fax/email shall not be considered. No
correspondence will be entertained in this matter

29, VALIDATION OF INTERLINEATIONS IN BID

Any interlineations, erasures, alterations, additions or overwriting shall be valid only if the

person or persons signing the bid have authenticated the same with signature.

30. RESPONSIBILITY OF BIDDER

If the outer envelope is not sealed and marked as required, APCOB will assume no
responsibility for the Bid's misplacement or premature opening.

31, REJECTION OF BID

The Bid Document shall be submitted in the form of printed document. Bids submitted by
lelex, fax or email would not be entertained. Any condition pui forth by the bidder not
conforming to the bid requirements shall not be enlertained at all and such bid shall be
rejected.

32, LATE BIDS

Any bid received by APCOB after the deadline for submission of bids prescribed by
APCOB, will be summarily rejected and returned unopened to the Bidder. APCOB shall not
be responsible for any postal delay or non-receipt / non-delivery of the documents. No
further correspondence on this subject will be entertained.

33. ANMNOUNCEMENT OF BIDS

The Bidder’'s names, bid modifications or withdrawals and the presence or absence of requisite
bid security and such other details will be announced at the time of opening. No bid shall be
rejected at bid opening, except for late bids.

34. BIDS NOT CONSIDERED FOR EVALUATION

Bids those are rejected during the bid evaluation process shall not be considered for
further evaluation, irrespective of the circumstances.

35. OPENING OF COMMERCIAL BIDS

Commercial Bids will be opened and compared at the specified date and time. The name of
Bidder, bid prices, total amount of each Bid, etc. shall be announced by the APCOB at STATE Co
v \

Commercial Bid opening,. W
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3. CLARIFICATION OF BIDS

To assist in the evaluation, comparison and an examination of bids, APCOB may, at its sole
discretion, ask the Bidder for a clarification of its bid including breakup of rates. The
request for clarification and the response shall be in writing, If the response to the clarification
is not received before the expiration of deadline prescribed in the request, APCOB

reserves the right to make its own reasonable assumptions at the total risk and cost of the
bidder.

37. COMPLETENESS OF BIDS

APCOB will examine the bids to determine whether they are complete, whether they meet
all the conditions of the Tender Document and Technical Specifications, whether any
computational errors have been made, whether required sureties have been furnished,
whether the documents have been properly signed and whether the Bid Documents are
substantially responsive to the requirements of the Tender Document.

38. RECTIFICATION OF ERRORS

Arithmetical errors will be rectified on the following basis: - If there is a discrepancy between
the rates in words and figures, the rate in words will govern. If the bidder does not accept
the correction of errors, his bid will be rejected and his APPLICATION FEE may be forfeited.

39. REJECTION OF BID

A bid that does not meet all pre-qualification criteria or is not responsive shall be rejected
by APCOB and may not subsequently be made responsive by correction or withdrawal of the
non-conforming deviation or reservation by the bidder.

Important notice:

This Request for proposal (RFP) is not an offer by the APCOB, but an invitation to receive
response from eligible interested bidders for the procurement of Firewalls. No contractual
obligation whatsoever shall arise from the RFP process unless and until a formal contract

is signed and executed by APCOB with the bidders. This document should be read in
entirety.

Th ing you

Dy>E&enéral Manager (IT)
THE ANDHRA PRADESH STATE COOPERATIVE BANK LIMITED
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Commercial Response

Date:

Ref Number:

To

The DGM (IT)

ANDHRA PRADESH STATE COOPERATIVE BANK LIMITED
NTR Sahakara Bhavan, Governorpet, Besant Road

Vijayawada - 520002

Dear Sir

SUB: RFP/ Tender Reference:

1. Supply, Installation & Commissioning of Firewalls in APCOB

Yours Truly

Authorized signatory of bidder

[Seal, Name, Signature and authority]
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MANUFACTURER'S AUTHORIZATION FORM

Date:

The Deputy General Manager (IT),

The Andhra Pradesh State Cooperative Bank Ltd.,
NTR Sahakara Bhavan, Governorpet,

Vijayawada - 520002

Sub: Manufacturer Authorization for Tender No. Ref: APCOB/IT/F58/1424008/2024

Dear Sir,

We, < OEM > having our registered office at < OEM address>, are an established
manufacturer of < name of quoted item >. We < OEM> solely authorized to quote our
product for above mentioned tender.

Our full support is extended in all respects for supply and maintenance of our product.
We also ensure to provide the service support for the supplied Firewalls at least for
a period of 1 year from the date of installation & configuration of the Firewalls as
per tender terms. In case of any difficulties in logging complaint at bidder end, user
will have option to log complaint at our call support center. We also undertake that
in case of default in execution of this tender by the bidder, we will take all liabilitics
and responsibilities and necessary steps for successful execution of this tender. We
also undertake that to meet the timelines defined in the tender. We will ensure that
the product is made available to APCOB in time. If the supplied product is declared
end of life, we will ensure that a suitable equivalent or higher roll over product is
offcred to APCOB for due approval and order execution thereafter.

Thanking You

Name:
Designation:
Note: This letter of authority should be on the letterhead of the manufacturer and

should be signed by a person competent and having the power of attorney to legally
bind the manufacturer. The Bidder in its bid should include it.
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